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6.1 Overview of HQoS

HQoS implements hierarchical scheduling based on queues and differentiates
services and users.

The traditional QoS technology schedules packets based on interfaces. An
interface, however, can identify only priorities of different services, but cannot
identify services of different users. Packets of the same priority are placed into the
same queue on an interface and compete for the same queue resource. Therefore,
the traditional QoS technology is unable to provide differentiated service based on
the type of traffic and the identity of a user.

As the number of users increases continuously and services develop, users and
carriers require differentiated services to have better QoS. HQoS implements
hierarchical scheduling based on queues and differentiates services and users.
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6.2 Understanding HQoS

The traditional Quality of Service (QoS) technology schedules packets based on
interfaces. An interface, however, can identify priorities of different services but
cannot identify services of different users. Packets of the same priority are placed
into the same queue on an interface, and compete for the same queue resource.
Therefore, the traditional QoS technology is unable to provide differentiated
services based on traffic types and users.

Currently, more and more enterprises construct their own intranets by leasing
dedicated lines from carriers. Enterprises may focus on different services and need
differentiated QoS. Enterprises are required to provide different scheduling policies
and QoS guarantee based on enterprises' services. Traditional QoS technology
cannot provide differentiated services because it cannot identify users.

As users increase continuously and services develop, users require differentiated
services so that better QoS is provided at less cost. Hierarchical Quality of Service
(HQoS) implements hierarchical scheduling based on queues and differentiates
services and users. It provides QoS guarantee and saves network operation and
maintenance costs.

Queues Supported by HQoS

As shown in Figure 6-1, the device supports three levels of queues, that is, level-3
flow queue (FQ), level-2 subscriber queue (SQ), and level-1 port queue. The HQoS
hierarchy is a tree structure. A flow queue is taken as a leaf and a port queue is
taken as the root. When packets pass through an interface configured with HQoS,
the packets are classified so that they traverse the branches of the tree. Packets
arrive at the top of the tree and are classified on one of the leaves. Packets then
traverse down the tree until they are transmitted out the interface at the root.
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Figure 6-1 HQoS scheduling
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Flow queue

The same type of services of a user is taken as a service flow. HQoS schedules
queues based on service flows. A flow queue including EF, AF, and BE queues
corresponds to a service type. You can configure scheduling modes for flow
queues.

Subscriber queue

All services of a user are taken as a subscriber queue. HQoS allows all services
in the subscriber queue to share bandwidth.

Port queue

Each port corresponds to a queue and port queues are scheduled in RR mode.
You can only configure interface-based traffic shaping, and cannot configure
scheduling modes.
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HQoS Scheduler

HQoS implements hierarchical scheduling and provides good service support.

The device provides three levels of schedulers, that is, flow queue scheduler,
subscriber queue scheduler, and port queue scheduler. The flow queue scheduler
and subscriber queue scheduler support PQ scheduling, WFQ scheduling, and PQ
+WFQ scheduling. The port queue scheduler uses RR scheduling.

HQoS deployment for enterprise users is used as an example. Enterprise users
have VolIP services, video conference (VC) services, and data services. Each
subscriber queue corresponds to one enterprise user and each flow queue
corresponds to a type of services. By deploying HQoS, the device implements the
following functions:

e  Controlling traffic scheduling among the three types of services of a single
enterprise user

e Controlling total bandwidth of the three types of services of a single
enterprise user

e Controlling bandwidth allocation between multiple enterprise users
e Controlling total bandwidth of multiple enterprise users

HQoS Shaper

HQoS shapers buffer packets and limit the packet rate. The device supports three
levels of shapers, that is, flow queue shaper, subscriber queue shaper, and port
queue shaper. After packets enter the device, the device buffers the packets in
queues and sends the packets at the limited rate. Shapers can ensure the CIR and
limit the rate of packets by using the rate limit algorithm.

HQoS Dropper
Droppers discard packets based on the drop method before packets enter queues.
The device supports different drop methods for the three types of queues:
e  Port queue: tail drop
e  Subscriber queue: tail drop
e Flow queue: tail drop and WRED

6.3 Application Scenarios for HQoS

As shown in Figure 6-2, site 1 is the headquarters, and sites 2 and 3 are two
departments. The departments and headquarters are connected by two links. Each
department has voice, video, and data service flows.

Each department requires the assured bandwidth and can share the maximum
bandwidth of an interface. Voice packets need to be sent first and bandwidth
needs to be ensured for video and data packets.
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Figure 6-2 Deploying HQoS on the WAN-side interface
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To meet the preceding requirements, configure HQoS in the outbound direction of
the WAN-side interface. Configure traffic policy nesting on the interface. The
traffic classifier in the traffic policy differentiates users, that is, user queues. The
traffic classifier in the sub traffic policy differentiates services, that is, flow queues.
CBQ provides EF queues to send voice packets first and AF queues to ensure
bandwidth.

6.4 Licensing Requirements and Limitations for HQoS

Involved Network Elements

Other network elements are not required.

Licensing Requirements

HQOoS is a basic feature of a router and is not under license control.

Feature Limitations
{11 NOTE

AR120 series do not support HQoS.
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6.5 Configuring Traffic Policy Nesting

Pre-configuration Tasks

A traffic policy can be nested into another traffic policy to differentiate users and
services.

Before configuring HQoS, complete the following tasks:
e Configure priority mapping.
e Configure an ACL if necessary.

6.5.1 Configuring a Sub Traffic Policy

Context

The traffic classifier in a sub traffic policy differentiates services. That is, the

packets that match the traffic classifier in the sub traffic policy enter the same

flow queue.

When traffic policy nesting is configured on a main interface, you can configure

traffic shaping, adaptive traffic shaping, congestion management, or congestion

avoidance in the traffic behavior of the sub traffic policy.

When traffic policy nesting is configured on a sub-interface:

e If other QoS actions except traffic shaping, adaptive traffic shaping,
congestion management, and congestion avoidance are configured in the
traffic behavior of the sub traffic policy, you can configure only traffic shaping
+ sub traffic policy, traffic shaping + AF + sub traffic policy, or EF + sub traffic
policy in the traffic behavior of the traffic policy.

e If traffic shaping, congestion management, or congestion avoidance is
configured in the traffic behavior of the sub traffic policy, only the default
traffic classifier can be configured in the traffic classifier of the traffic policy
and only traffic shaping can be configured in the traffic behavior associated
with the default traffic classifier.

Procedure

Step 1 Configure a traffic classifier.

The device can classify traffic according to Layer 2 information, Layer 3
information, and ACLs in packets. Configure a traffic classifier by selecting
appropriate traffic classification rules. For details, see 6.5.1 Configuring a Sub
Traffic Policy.

Step 2 Configure a traffic behavior.

Create a traffic behavior and configure a proper action in the traffic behavior. For
details, see 1.4.2 Configuring a Traffic Behavior.
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(11 NOTE

To apply traffic policy nesting to the inbound direction of an interface or a sub-interface,
configure one of the following sub traffic policies:

° CAR
° Statistic
° CAR + statistic

Step 3 Associate the traffic classifier and the traffic behavior with the sub traffic policy.

Create a sub traffic policy, and associate the traffic classifier and traffic behavior
with the sub traffic policy. For details, see 1.4.3 Configuring a Traffic Policy.

--—-End

6.5.2 Configuring a Traffic Policy

Context

A traffic classifier in the traffic policy differentiates users. Before configuring a
traffic policy, ensure that the sub traffic policy has been configured.

You can configure either of the following combinations in the traffic behavior of
the traffic policy when traffic policy nesting is configured in the outbound
direction on an interface:

e  GTS + sub traffic policy: User packets are evenly scheduled and the interface
bandwidth is evenly distributed to users.

e GTS + AF + sub traffic policy: You can configure AF and set the percentage of
assured bandwidth to the available bandwidth of the interface.

This combination is recommended so that you can configure assured
bandwidth for each user.

e AF + sub traffic policy: You can configure AF and set the percentage of
assured bandwidth to the available bandwidth of the interface.

e EF + sub traffic policy: When a traffic policy is bound to EF queues, subscriber
queues are scheduled in PQ mode. User packets with higher priorities are
forwarded first.

When traffic policy nesting is configured in the outbound direction on a sub-
interface:

e If other QoS actions except traffic shaping, adaptive traffic shaping,
congestion management, and congestion avoidance are configured in the
traffic behavior of the sub traffic policy, you can configure only traffic shaping
+ sub traffic policy, traffic shaping + AF + sub traffic policy, or EF + sub traffic
policy in the traffic behavior of the traffic policy.

e If traffic shaping, congestion management, or congestion avoidance is
configured in the traffic behavior of the sub traffic policy, only the default
traffic classifier default-class or any can be configured in the traffic classifier
of the traffic policy and only traffic shaping can be configured in the traffic
behavior associated with the default traffic classifier.

To apply traffic policy nesting to the inbound direction of an interface or a sub-
interface, the traffic behavior of a traffic policy only can be statistic and sub traffic

policy.
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(11 NOTE

The sub traffic policy configured for a traffic behavior of a traffic policy cannot be the same
as the traffic policy.

Procedure

Step 1 Configure a traffic classifier.

Configure a traffic classifier by selecting appropriate traffic classification rules. For
details, see Configuring a Traffic Classifier.

Step 2 Configure a traffic behavior.

e  When traffic policy nesting is configured in the outbound direction of a main
interface, perform the following operations.

- Configure GTS + sub traffic policy.

Vi.

Run system-view
The system view is displayed.
Run traffic behavior behavior-name

A traffic behavior is created and the traffic behavior view is
displayed.

Run gts cir { cir-value [ cbs cbs-value] | pct pct-value } [ queue-
length gueue-length] or gts adaptation-profile adaptation-profile-
name

The GTS action is configured in the traffic behavior.
Run traffic-policy policy-name

A sub traffic policy is bound to the traffic behavior.
(Optional) Run statistic enable

The traffic statistics function is enabled.

Run quit

Exit from the traffic behavior view.

- Configure GTS + AF + sub traffic policy.

Run system-view
The system view is displayed.
Run traffic behavior behavior-name

A traffic behavior is created and the traffic behavior view is
displayed.

Run gts cir { cir-value [ cbs cbs-value] | pct pct-value } [ queue-
length gueue-length ] or gts adaptation-profile adaptation-profile-
name

The GTS action is configured in the traffic behavior.

Run queue af bandwidth { bandwidth | pct percentage }
AF and the minimum bandwidth are configured.

Run traffic-policy policy-name

A sub traffic policy is bound to the traffic behavior.
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vi. (Optional) Run statistic enable
The traffic statistics function is enabled.
vii. Run quit
Exit from the traffic behavior view.
- Configure AF + sub traffic policy.

i.  Run system-view
The system view is displayed.
i. Run traffic behavior behavior-name

A traffic behavior is created and the traffic behavior view is
displayed.

iii. Run queue af bandwidth { bandwidth | pct percentage }
AF and the minimum bandwidth are configured.

iv. Run traffic-policy policy-name
A sub traffic policy is bound to the traffic behavior.

v. (Optional) Run statistic enable
The traffic statistics function is enabled.

vi. Run quit
Exit from the traffic behavior view.

- Configure EF + sub traffic policy.

i.  Run system-view
The system view is displayed.
ii.  Run traffic behavior behavior-name

A traffic behavior is created and the traffic behavior view is
displayed.

ii. Run queue ef bandwidth { bandwidth [ cbs cbs-value] | pct
percentage [ cbs cbs-value] }

EF and the minimum bandwidth are configured.
iv. Run traffic-policy policy-name

A sub traffic policy is bound to the traffic behavior.
v. (Optional) Run statistic enable

The traffic statistics function is enabled.
vi. Run quit

Exit from the traffic behavior view.

When traffic policy nesting is configured in the outbound direction of a sub-
interface, perform the following operations.

- Configure traffic shaping + sub traffic policy.

i.  Run system-view
The system view is displayed.
ii. Run traffic behavior behavior-name

A traffic behavior is created and the traffic behavior view is
displayed.
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Vi.

Run gts cir { cir-value [ cbs cbs-value] | pct pct-value } [ queue-
length gueue-length ]

Traffic shaping is configured.

Run traffic-policy policy-name

A sub traffic policy is bound to the traffic behavior.
(Optional) Run statistic enable

The traffic statistics function is enabled.

Run quit

Exit from the traffic behavior view.

Configure traffic shaping + AF + sub traffic policy.

Vi.

Vii.

Run system-view
The system view is displayed.
Run traffic behavior behavior-name

A traffic behavior is created and the traffic behavior view is
displayed.

Run gts cir { cir-value [ cbs cbs-value] | pct pct-value } [ queue-
length gueue-length ]

Traffic shaping is configured.

Run queue af bandwidth { bandwidth | pct percentage }
AF and the minimum bandwidth are configured.

Run traffic-policy policy-name

A sub traffic policy is bound to the traffic behavior.
(Optional) Run statistic enable

The traffic statistics function is enabled.

Run quit

Exit from the traffic behavior view.

Configure EF + sub traffic policy.

Vi.

Run system-view
The system view is displayed.
Run traffic behavior behavior-name

A traffic behavior is created and the traffic behavior view is
displayed.

Run queue ef bandwidth { bandwidth [ cbs cbs-value] | pct
percentage [ cbs cbs-value] }

EF and the minimum bandwidth are configured.
Run traffic-policy policy-name

A sub traffic policy is bound to the traffic behavior.
(Optional) Run statistic enable

The traffic statistics function is enabled.

Run quit

Exit from the traffic behavior view.
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- Configure traffic shaping.

i.  Run system-view
The system view is displayed.
ii. Run traffic behavior behavior-name

A traffic behavior is created and the traffic behavior view is
displayed.

iii. Run gts cir { cir-value [ cbs cbs-value] | pct pct-value } [ queue-
length gueue-length ]

Traffic shaping is configured.
iv. (Optional) Run statistic enable

The traffic statistics function is enabled.
v. Run quit

Exit from the traffic behavior view.

e Configure traffic policy nesting in the inbound direction of an interface or a
sub-interface.

- Configure statistic + sub traffic policy.

i.  Run system-view
The system view is displayed.
ii. Run traffic behavior behavior-name

A traffic behavior is created and the traffic behavior view is
displayed.

iii. Run statistic enable

The traffic statistics function is enabled in a traffic behavior.
iv. Run traffic-policy policy-name

A sub traffic policy is bound to the traffic behavior.
V. Run quit

Exit from the traffic policy view.

Step 3 Associate the traffic classifier and the traffic behavior with the traffic policy.

Create a traffic policy, and associate the traffic classifier and traffic behavior with
the traffic policy. For details, see 1.4.3 Configuring a Traffic Policy.

(11 NOTE

e Each traffic policy or sub traffic policy supports a maximum of 1024 pairs of traffic
classifiers and traffic behaviors.

e Each traffic behavior in the traffic policy can be bound to only one sub traffic policy,
whereas different traffic behaviors can be bound to different sub traffic policies.

e If a traffic policy is bound to multiple pairs of traffic classifiers and traffic behaviors,
matching rules in the traffic classifiers must be different. If matching rules are the same,
packets of the same type are processed incorrectly because different actions are taken
for these packets.

--—-End
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6.5.3 Applying the Traffic Policy to an Interface

Context
You can apply a traffic policy to an interface or a sub-interface to implement fine-
grained QoS.
(11 NOTE
Traffic policy nesting can only be configured on layer 2 VE interfaces, physical WAN-side
interfaces or sub-interfaces.
Procedure

Step 1 Run system-view
The system view is displayed.

Step 2 Run interface /interface-type interface-number.subinterface-number ]
The interface or sub-interface view is displayed.

Step 3 Run traffic-policy policy-name { inbound | outbound }

The traffic policy is applied to an interface or a sub-interface.

(1 NOTE

e |If traffic policy nesting is configured on a sub-interface, traffic shaping, congestion
management, or congestion avoidance cannot be configured on the main interface.

e |If traffic shaping, congestion management, or congestion avoidance is configured in
both the traffic policy and the sub traffic policy, traffic policy nesting and traffic shaping
cannot be simultaneously configured on the sub-interface.

e When traffic policy nesting is applied to a sub-interface, the traffic policy that is bound
to sub traffic policies can be bound to only one pair of the traffic classifier and traffic
behavior and only the default traffic classifier default-class can be used.

--—-End

6.6 (Optional) Configuring Traffic Policing on an
Interface

Pre-configuration Tasks

After CAR is configured on an interface in the outbound direction, the device limits
the rate of outgoing packets on the interface. Traffic policing does not increase
the delay.

Before configuring interface-based traffic policing, complete the following task:

e Configure traffic policy nesting.
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Procedure

Step 1 Set traffic policing parameters based on site requirements. For details, see 3.6.1
Configuring Interface-based Traffic Policing.

--—-End

6.7 (Optional) Configuring Traffic Shaping on an
Interface

Pre-configuration Tasks

After GTS is configured on an interface, the device limits the rate of outgoing data
on the interface. Traffic shaping may increase the delay.

Before configuring interface-based traffic shaping, complete the following task:

e  Configure traffic policy nesting.

Procedure

Step 1 Set the traffic shaping rate based on site requirements. For details, see 3.7.1
Configuring Interface-based Traffic Shaping.

--—-End

6.8 Verifying the HQoS Configuration

Procedure

e Run the display traffic behavior { system-defined | user-defined }
[ behavior-name ] command to check the traffic behavior configuration.

e Run the display traffic classifier { system-defined | user-defined }
[ classifier-name ] command to check the traffic classifier configuration.

e Run the display traffic policy user-defined [ policy-name [ classifier
classifier-name] ] command to check the traffic policy configuration.

e Run the display traffic-policy applied-record [ policy-name] command to
check the traffic policy record.

e  Run the display this command in the interface view to check the traffic
policing and traffic shaping configuration.

--—-End

6.9 Configuration Examples for HQoS

Issue 11 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. 154



Huawei AR Series Access Routers
CLI-based Configuration Guide - QoS 6 Configuring HQoS

6.9.1 Example for Configuring HQoS

Networking Requirements

As shown in Figure 6-3, two departments of the enterprise branch belong to
VLAN10 and VLAN20 respectively and the enterprise headquarters belongs to
VLAN30. The enterprise branch connects to the Router through the switch and
connects to the headquarters through two sub-interfaces on GE3/0/0 of the
Router. Each department has its voice, video, and data flows. Control packets of
the NMS are transmitted in the enterprise.

Packets are marked with different DSCP priorities by the switch, and the priorities
of voice service, NMS control service, video service, and data service are ef, cs6,
af21, and af11. Each department needs to have its CIR and share the maximum
bandwidth of the interface. Voice packets need to be processed first with short
delay, NMS control packets need to be processed first, and bandwidth of video
and data packets needs to be ensured.

Figure 6-3 Networking diagram of HQoS configurations
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Configuration Roadmap

Traffic policy nesting is used to implement HQoS. The configuration roadmap is as
follows:
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1. Create VLANs and VLANIF interfaces and configure interfaces so that
enterprise users can access the WAN-side network through the Router.

2. Configure sub traffic policies for VLAN10 and VLAN20 on the Router,
configure traffic classifiers based on DSCP priorities to send voice packets to
LLQ queues, NMS control packets to EF queues, and video and data packets
to AF queues, and bind drop profiles.

3. Configure a traffic policy on the Router, configure traffic classifiers based on
VLAN IDs to shape packets from different VLANSs, and bind the traffic policy
to the sub traffic policies.

4. Apply the traffic policy to the interface of the Router connected to the WAN-
side network to provide differentiated QoS services.

Procedure

Step 1 Create VLANs and configure interfaces.

# Create VLAN10 and VLAN20 on the Router.

<Huawei> system-view
[Huawei] sysname Router
[Router] vlan batch 10 20

# Configure Eth2/0/0 as a trunk interface, and add Eth2/0/0 to VLAN 10.

[Router] interface ethernet 2/0/0
[Router-Ethernet2/0/0] port link-type trunk
[Router-Ethernet2/0/0] port trunk allow-pass vlan 10
[Router-Ethernet2/0/0] quit

# Configure Eth2/0/1 as a trunk interface, and add Eth2/0/1 to VLAN 20.

[Router] interface ethernet 2/0/1
[Router-Ethernet2/0/1] port link-type trunk
[Router-Ethernet2/0/1] port trunk allow-pass vlan 20
[Router-Ethernet2/0/1] quit

(10 NOTE

Configure the switch interface connected to the Router as a trunk interface, and add it to
VLAN 10 and VLAN 20.

# Create VLANIF10 and VLANIF20, and assign IP addresses 192.168.1.1/24 and
192.168.2.1/24 to VLANIF 10 and VLANIF 20.

[Router] interface vlanif 10
[Router-Vlanif10] ip address 192.168.1.1 24
[Router-Vlanif10] quit

[Router] interface vlanif 20
[Router-Vlanif20] ip address 192.168.2.1 24
[Router-Vlanif20] quit

# Assign IP address 192.168.3.1/24 to GE3/0/0.

[Router] interface gigabitethernet 3/0/0
[Router-GigabitEthernet3/0/0] ip address 192.168.3.1 24
[Router-GigabitEthernet3/0/0] quit

# Configure the control VLAN of GE3/0/0.1 as VLAN 10, set the encapsulation
mode to dot1q, and assign 192.168.4.1/24 to it. Configure the control VLAN of
GE3/0/0.2 as VLAN 20, set the encapsulation mode to dot1qg, and assign
192.168.5.1/24 to it.
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Step 2

[Router] interface gigabitethernet 3/0/0.1
[Router-GigabitEthernet3/0/0.1] ip address 192.168.4.1 24
[Router-GigabitEthernet3/0/0.1] dot1q termination vid 10
[Router-GigabitEthernet3/0/0.1] quit

[Router] interface gigabitethernet 3/0/0.2
[Router-GigabitEthernet3/0/0.2] ip address 192.168.5.1 24
[Router-GigabitEthernet3/0/0.2] dot1q termination vid 20
[Router-GigabitEthernet3/0/0.2] quit

Configure sub traffic policies for groupa and groupb.

# Create traffic classifiers data, video, control, and voice on the Router to classify
different service flows from the enterprise based on DSCP priorities.

[Router] traffic classifier data
[Router-classifier-data] if-match dscp af11
[Router-classifier-data] quit

[Router] traffic classifier video
[Router-classifier-video] if-match dscp af21
[Router-classifier-video] quit

[Router] traffic classifier control
[Router-classifier-control] if-match dscp cs6
[Router-classifier-control] quit

[Router] traffic classifier voice
[Router-classifier-voice] if-match dscp ef
[Router-classifier-voice] quit

# Create drop profiles data and video on the Router.

[Router] drop-profile data

[Router-drop-profile-data] wred dscp

[Router-drop-profile-data] dscp 10 low-limit 70 high-limit 85 discard-percentage 60
[Router-drop-profile-data] quit

[Router] drop-profile video

[Router-drop-profile-video] wred dscp

[Router-drop-profile-video] dscp 18 low-limit 80 high-limit 95 discard-percentage 60
[Router-drop-profile-video] quit

# Create traffic behaviors data, video, control, and voice on the Router to
configure congestion management and congestion avoidance for different service
flows of the enterprise.

[Router] traffic behavior data
[Router-behavior-data] queue af bandwidth pct 45
[Router-behavior-data] drop-profile data
[Router-behavior-data] quit

[Router] traffic behavior video
[Router-behavior-video] queue af bandwidth pct 30
[Router-behavior-video] drop-profile video
[Router-behavior-video] quit

[Router] traffic behavior control
[Router-behavior-control] queue ef bandwidth pct 5
[Router-behavior-control] quit

[Router] traffic behavior voice
[Router-behavior-voice] queue llq bandwidth pct 15
[Router-behavior-voice] quit

# Define sub traffic policies for groupa and groupb on the Router.

[Router] traffic policy groupa-sub

[Router-trafficpolicy-groupa-sub] classifier voice behavior voice
[Router-trafficpolicy-groupa-sub] classifier control behavior control
[Router-trafficpolicy-groupa-sub] classifier video behavior video
[Router-trafficpolicy-groupa-sub] classifier data behavior data
[Router-trafficpolicy-groupa-sub] quit

[Router] traffic policy groupb-sub

[Router-trafficpolicy-groupb-sub] classifier voice behavior voice
[Router-trafficpolicy-groupb-sub] classifier control behavior control
[Router-trafficpolicy-groupb-sub] classifier video behavior video
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Step 3

Step 4

Step 5

[Router-trafficpolicy-groupb-sub] classifier data behavior data
[Router-trafficpolicy-groupb-sub] quit

Configure a traffic policy.

# Configure traffic classifiers groupa and groupb on the Huawei to classify
different service flows from the enterprise based on the VLAN ID.

[Router] traffic classifier groupa
[Router-classifier-groupa] if-match vlan-id 10
[Router-classifier-groupa] quit

[Router] traffic classifier groupb
[Router-classifier-groupb] if-match vlan-id 20
[Router-classifier-groupb] quit

# Create traffic behaviors groupa and groupb on the Router to shape packets
from different VLANs and bind them to sub traffic policies.

[Router] traffic behavior groupa

[Router-behavior-groupa] gts cir 20000 cbs 500000 queue-length 50
[Router-behavior-groupa] traffic-policy groupa-sub
[Router-behavior-groupa] quit

[Router] traffic behavior groupb

[Router-behavior-groupb] gts cir 30000 cbs 750000 queue-length 50
[Router-behavior-groupb] traffic-policy groupb-sub
[Router-behavior-groupb] quit

# Configure a traffic policy on the Router.

[Router] traffic policy enterprise

[Router-trafficpolicy-enterprise] classifier groupa behavior groupa
[Router-trafficpolicy-enterprise] classifier groupb behavior groupb
[Router-trafficpolicy-enterprise] quit

Apply the traffic policy.
# Apply the traffic policy on GE3/0/0 of the Router in the outbound direction.

[Router] interface gigabitethernet 3/0/0
[Router-GigabitEthernet3/0/0] traffic-policy enterprise outbound

Verify the configuration.

# View the interface configuration on the Router.

[Router-GigabitEthernet3/0/0] display this
#

interface GigabitEthernet3/0/0

ip address 192.168.3.1 255.255.255.0
traffic-policy enterprise outbound

#

return

# View the traffic policy configuration.

[Router-GigabitEthernet3/0/0] quit
[Router] display traffic-policy applied-record enterprise

Policy Name: enterprise

Policy Index: 2

Classifier:groupa  Behavior:groupa
Classifier:groupb ~ Behavior:groupb

*interface GigabitEthernet3/0/0
traffic-policy enterprise outbound
slot 3 : success
nest Policy : groupa-sub
slot 0 : success
nest Policy : groupb-sub
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slot 0 : success
Classifier: groupa
Operator: OR
Rule(s) :
if-match vlan-id 10
Behavior: groupa
General Traffic Shape:
CIR 20000 (Kbps), CBS 500000 (byte)
Queue length 50 (Packets)
Nest Policy : groupa-sub
Classifier: voice
Operator: OR
Rule(s) :
if-match dscp ef
Behavior: voice
Low-latency:
Bandwidth 15 (%)
Bandwidth 3000 (Kbps) CBS 75000 (Bytes)
Classifier: control
Operator: OR
Rule(s) :
if-match dscp cs6
Behavior: control
Expedited Forwarding:
Bandwidth 5 (%)
Bandwidth 1000 (Kbps) CBS 25000 (Bytes)
Queue Length: 64 (Packets) 131072 (Bytes)
Classifier: video
Operator: OR
Rule(s) :
if-match dscp af21
Behavior: video
Assured Forwarding:
Bandwidth 30 (%)
Bandwidth 6000 (Kbps)
Drop Method: WRED
Drop-profile: video
Classifier: data
Operator: OR
Rule(s) :
if-match dscp af11
Behavior: data
Assured Forwarding:
Bandwidth 45 (%)
Bandwidth 9000 (Kbps)
Drop Method: WRED
Drop-profile: data
Behavior: Be
Assured Forwarding:
Bandwidth 50000 (Kbps)
Classifier: groupb
Operator: OR
Rule(s) :
if-match vlan-id 20
Behavior: groupb
General Traffic Shape:
CIR 30000 (Kbps), CBS 750000 (byte)
Queue length 50 (Packets)
Nest Policy : groupa-sub
Nest Policy : groupb-sub
Classifier: voice
Operator: OR
Rule(s) :
if-match dscp ef
Behavior: voice
Low-latency:
Bandwidth 15 (%)
Bandwidth 4500 (Kbps) CBS 112500 (Bytes)
Classifier: control
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Operator: OR
Rule(s) :
if-match dscp cs6
Behavior: control
Expedited Forwarding:
Bandwidth 5 (%)
Bandwidth 1500 (Kbps) CBS 37500 (Bytes)
Queue Length: 64 (Packets) 131072 (Bytes)
Classifier: video
Operator: OR
Rule(s) :
if-match dscp af21
Behavior: video
Assured Forwarding:
Bandwidth 30 (%)
Bandwidth 9000 (Kbps)
Drop Method: WRED
Drop-profile: video
Classifier: data
Operator: OR
Rule(s) :
if-match dscp af11
Behavior: data
Assured Forwarding:
Bandwidth 45 (%)
Bandwidth 13500 (Kbps)
Drop Method: WRED
Drop-profile: data
Behavior: Be
Assured Forwarding:
Bandwidth 50000 (Kbps)

Policy total applied times: 1.

--—-End

Configuration Files

e Router configuration file
#
sysname Router
#
vlan batch 10 20
#
drop-profile data
wred dscp
dscp af11 low-limit 70 high-limit 85 discard-percentage 60
drop-profile video
wred dscp
dscp af21 low-limit 80 high-limit 95 discard-percentage 60
#
traffic classifier control operator or
if-match dscp cs6
traffic classifier groupb operator or
if-match vlan-id 20
traffic classifier video operator or
if-match dscp af21
traffic classifier groupa operator or
if-match vlan-id 10
traffic classifier data operator or
if-match dscp af11
traffic classifier voice operator or
if-match dscp ef
#
traffic behavior control
queue ef bandwidth pct 5
traffic behavior groupb
gts cir 30000 cbs 750000 queue-length 50
traffic-policy groupb-sub
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traffic behavior video
queue af bandwidth pct 30
drop-profile video

traffic behavior groupa

gts cir 20000 cbs 500000 queue-length 50

traffic-policy groupa-sub
traffic behavior data

queue af bandwidth pct 45
drop-profile data

traffic behavior voice

queue llg bandwidth pct 15
#

traffic policy groupa-sub

classifier voice behavior voice
classifier control behavior control
classifier video behavior video
classifier data behavior data

traffic policy enterprise

classifier groupa behavior groupa
classifier groupb behavior groupb
traffic policy groupb-sub

classifier voice behavior voice
classifier control behavior control
classifier video behavior video
classifier data behavior data

#

interface Vlanif10

ip address 192.168.1.1 255.255.255.0
#

interface Vlanif20

ip address 192.168.2.1 255.255.255.0
#

interface Ethernet2/0/0

port link-type trunk

port trunk allow-pass vlan 10

#

interface Ethernet2/0/1

port link-type trunk

port trunk allow-pass vlan 20

#

interface GigabitEthernet3/0/0

ip address 192.168.3.1 255.255.255.0
traffic-policy enterprise outbound

#

interface GigabitEthernet3/0/0.1
dot1q termination vid 10

ip address 192.168.4.1 255.255.255.0
#

interface GigabitEthernet3/0/0.2
dot1q termination vid 20

ip address 192.168.5.1 255.255.255.0
#

return
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